Fe

CTAHKVH

MOCKOBCKHA TOCYOAPCTBENHBIN
TEXHONOTMNTCRMU YHRBESCUTET

MHMHOBPHAYKH POCCHHA
denepannbHoe rocyaapcTBenHoe OI0MKeTHOE 00pa3oBaTe/bHOE yIPeKICHHE

BhICIIEr0 00pa3oBaHUA
«MOCKOBCKHIA rocyiapcTBenHbli Texaoorudecknii yaupepenter « CTAHKHWH»

(@TBOY BO «MI'TY «CTAHKHH>)
INIPUKAS3
07 o8’ 2045 r. Mocksa N YA _/ﬁ

06 yreepxkaeann IlosioxeHHs 10 OPraHu3aN{y H MPOBEACHUI0 paboT mo oGecnedeHnIo
$€30NACHOCTH 3aIHINaeMoii MHOpPMALHH, HE COAEePIKANIEH CBeIeHH A, COCTABJIAIOmMHE
rocyapcTBeHHYI0 TaiiHy, OpH ee 00pa0oTKe B HHPOPMAIMOHHBIX CHCTEMAX
®I'BOY BO «MI'TY « CTAHKHH»

B COOTBETCTBHE G 4acThio 5 ctatsu 16 MenepansHoro 3akona Poccuiickoit @exepamuu ot 27
wons 2006 roma No 149-®3 «06 wmudopmanuu, HHPOPMALHOHHBIX TEXHOIOTHAX H O 3alIATE
uapopMamum» 1 [lonoxenueM o OenepanbHOM CiTyKOE MO TEXHHIECKOMY H 3KCIOPTHOMY KOHTPOJIIO,
yrRepxaeHERIM Ykaszom [Ipesunenta Poccuiickoit ®enepanun oT 16 aBrycra 2004 roma Ne 1085

IPUKA3BIBAIO:

1. VreepautTh mnpunaraeMoe llonoeHHe MO OpraHM3allMid H IPOBEACHUIO pabot 1O
obecIieueHnI0 Oe30MacHOCTH 3allUInaeMoit HHpopManuy, He COAepKalleil CBeIeH s, COCTABIIIOIIHE
rocyJapcTBEHHYIO TalfHy, Ipd ee oOpaboTke B MHPOPMAIHMOHHBIX CHCTEMAaX ®I'e60Y BO «MI'TY
«CTAHKHMH».

2. Havansnuky V]I ITonosy JI.B. mosectu cojepikaHne HACTOAIIEIO IPHKasa 10 CBEICHUA
PYKOBOIUTENEH CTPYKTYPHBIX IIOApa3IeiCHHH Y HUBEPCUTETA.
2 KoHTponb 3a MCIOMHEHHEM HACTOSAIIETO MpHKa3a BO3IOXKHTE HA MPOPEKTOpa 110 T

/

Katesauosa I0.B.

Bpmno pexropa M.B. buib4yyk
Bu3sl cornacoBaHms:

ITpopexrop no LT 10.B. KatesaH0B
Havameauk Y /1 J1.B. Ilomos

Katpsinos 10.B., 5-40



2

MMUHOBPHAYKH POCCHU
(henepanbHoe rocyrapcTeennoe 610xeTHoe 00pazoBaTeIbHOE yIpekIeHHE
BbICIIEro o0pazoBaHus

«MockoBcKkHii rocyaperseHnblil Texnonorngeckuii yanusepeurer «CTAHKHH»
(®TBOY BO «MI'TY «CTAHKHWH»)

=
- BHyTpeHHMiI HOpMaTHBHBIH
CTAHKNR OKYMEHT m01-04/ S 77 1023
YTBEPXIEHO
IIPUKA30M BPHO peKTopa
OT «j » WENAE 2023 T.
Ne 4/ (4 i ’/
MHOJOXEHUE

110 OPraHU3alHH U NPoBeJeHUI0 paboT o obecredeHH 0 H€30MaCHOCTH 3alHIAeMOii
HHpopManuu, He coJep:kanleli cBeleHH A, COCTABIAINNE rocyJapcTBeHHYI0 TalHy, IPH ee
obpadorke B mHpopManuoHHbIX cucteMax ®I'BOY BO «MI'TY « CTAHKHWH»

Mockea
2023



1. OBIIIUE ITOJIOKEHHUA

1.1. Hacrosmee IlonoxeHwe IO OpraHM3allMd M IPOBENSHHIO paboT mo o0ecHedeHHIo
OesomacHOCTH  3ammimaeMod —WHOGOpPMAmHM, HE CcoAepXKamled CBENEHHS, COCTABIISIOMIHE
TOCY/IapCTBEHHYIO TaiiHy, Ipu ee oOpabotke B mHMopManmoHHBIX cucteMax @I'BOY BO «MI'TY
«CTAHKHMH» (manee — Ilonoxenue) pa3paboTaHo B coOTBeTCTBHE ¢ DenepalbHBIM 3aKOHOM
Poccmiickoit @eneparum ot 27 mons 2006 r. Ne 149-@3 «O6 uubopmanun, HHPOPMAITHMOHHEIX
TEXHOJIOIHAX M 0 3anmTe HHdopManuny, enepansabm 3akoHoM Poccuiickoit @eneparuy oT 27 HIONI
2006 r. Ne 152-@3 «O mnepcoHanbHbIX AaHHBIXY», llocTanoBnenmeM IIpaBurtenscrBa Poccuiickoi
®enepanun ot 1 HOsOps 2012 1. Ne 1119 «OO6 yrBepxaeHHH TpeOOBaHHWH K 3alUTE HEPCOHATBHBIX
MaHHBIX TpH HX 00paboTke B MHGOPMAITMOHHBEIX CHCTEMAxX IIEPCOHAINBHBIX JAaHHBIXY», IPHKA30M
denepanbHOIT CITyKOBI 0 TEXHUYECKOMY ¥ 3KCIIOPTHOMY KOHTpomo oT 18 despans 2013 . Ne 21 «O6
yTBepkaeHur CoCTaBa M COIEP)KAHWS OPraHM3allMOHHBIX H TEXHHYECKHX Mep 110 00eCIeueHHIO
0€30MacCHOCTH IIEPCOHANBHEIX [JaHHBIX IpH HUX o0paboTke B HHOOPMAIMOHHBIX CHCTEMAX
NEPCOHAIBHBIX JAHHBIX», NpuKazom @DenepanbHO# CIyKOBI IO TEXHMYECKOMY H 3KCIOPTHOMY
koHTpomo oT 11 derpanst 2013 r. Ne 17 «O6 yrBepxnernn Tpebopanuit o 3ammrTe HHGOpPMALMH, HE
COCTaBIISIIOINEH IOCYNApCTBEHHYIO TalHy, COIepiKamelcss B TOCYHAapCTBEHHBIX HH(OPMAIMOHHBIX
CHCTEMAX».

1.2. Ilens paspaborku HacTosimero llomoxeHHs — yCTaHOBIGHME NOpA/AKA OpPraHM3aIllHH H
npoBeieHrs paboT 1o obecredeHuio 0e30IaCHOCTH 3alIMINAcMOd HMHGOpMAlUH, HE COJepiKalneH
CBENEHMs, COCTAB/SIONIME TOCYJApCTBEHHYIO TalHy (Zamee — 3amuimaeMas HH(OpMAIud,
uapopmanus), B uHGopMmanmoHHsXx cucremax (namee — UC) ®I'BOY BO «MI'TY «CTAHKHH»
(manee — YupexaeHne) Ha BcexX cTamix (3Tanax) cosnanus MC, B Xojie ee sKCIITyaTaluy U BEIBOJIA U3
9KCILTyaTallHH.

1.3. K samumaemoit uadopMmanmm, obpabateBaemoii B MC VYupexneHus, OTHOCHTCS
crenyomas HHGpopMarys:

— IEPCOHANBHBIE JIAHHBIE, COAEpIKalpecs B HH(OPMALMOHHBIX CHCTEMAx IIEPCOHATBHBIX
JAHHBIX YUpeKICHHUS;

— gH(pOPMAIHs, HE COJep)Kallas CBEJIEHHS, COCTAaBILIIONIHE TIOCYJApCTBEHHYIO TalHYy,
comeprkamasicsl B My HUIAIATbHEIX HH)OPMALMOHHBIX CHCTEMAX Y UPEXKICHHS.

2. TEPMHWHBI U OIIPEAEJEHMS

B macrosimem ITo10keHHH HCIONB3YIOTCA CIIeIYIONIHe TEPMUHBI M HX ONIPe/IeIICHU:

HudopmanuoHHas cHeTeMa — COBOKYITHOCTE coiepkamuxcs B 6a3ax JaHHBIX HH(QOpMAIHH |
obecneunBaromux ee 00paboTKy HHOOPMAITMOHHBIX TEXHOTOTHH H TEXHUYECKHUX CPEJICTB.

KonduaennnaabHocTh HHGOpManun — 0043aTeTbHOE IS BBIIOIHEHUS JIAIOM, 10Ty YHBITAM
JOCTYI K OIpeleleHHoM uHdopManuy, TpeboBaHHEe He IepefaBaTh TaKyl HH(DOPMAIHIO TPEThHM
nuuam Oes coriiacus ee obamarend.

HecaHKUHOHMPOBAHHBIA [JocTyn (HeCAHKIIHOHHDPOBaHHbIE [elicTBHH) — IOCTYym K
urbOpMaFE WK AeicTBHA ¢ WHpopManuel, HapyllalollHe NpaBHIa pasTpaHHYEeHHs JOCTyma C
HCIONIB30BAHMEM IITATHBIX CPEICTB, TPEIOCTABIAEMEIX HH(POPMAITHOHHEIME CHCTEMaMH.

O6paborka undopmanun — JeHcTBES (Omepanun) ¢ HHGopManuel, Bkmodas cOop, 3amuch,
CHCTEMAaTH3ALMIO, HAKOIUIEHHWE, XpaHeHHe, yTodHeHHe (OOHOBJIEHHE, W3MEHEHHE), H3BIICUCHHE,
HCIIONB30BaHME, IIepenady (pacrmpocTpaHeHHe, IIpefOCTaBlIeHHE, [OCTYyI), 00e3TMYMBaHWE,
OnMoKHpoBaHUE, yIAICHUE, YHHUTOKEHUE HHOPMAIHH.

Omneparop — TpaXJaHWH WM IOPUAMYECKOE JIMIO, OCYLIECTBILIIOIIME OCATSIHFHOCTh IO
SKCIITyaTalui HHPOPMAIHOHHOM CHCTEMBI, B TOM dHciie 110 00paboTke HHGOpMaKH, COMCPIKAIICHCS
B ee 0asax JaHHBIX. B cioydae oOpaloTky HEepcOHANBHBIX JaHHBIX IO OIEPATOPOM IMOHHUMAETCS
TOCYJapCTBEHHBIM OpraH, MYyHHLWNATGHBEIA OpraH, HOPHAMYECKOe MM (H3HYECKOE JIHIIO,
CAMOCTOSTENHFHO HIIH COBMECTHO ¢ APYTHMH JIMIIAMH OpraHu3ylomue H (HIIH) OCYIIECTBIISIONIHE
00paboTKy IEepCOHANBHBIX JaHHBIX, & TAKXKE OIpe/lelsIoNye e 06paboTKy NePCOHANBHEIX JAHHBIX,
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COCTaB MEPCOHANBHBLIX JAHHBIX, MOJyIekKamux o0paboTke, NeHCTBHsA (OIEpaluy), COBEPLIAEMBIE C
NePCOHAIBHBIMH JJaHHBIMH.

TexHu4yecKHe cpeAcTBa HHPOPMAIHOHHON CHCTEMBI — CPEJICTBA BEIMUCIMTEIBHOH TEXHUKH,
HH(GOPMAIIMOHHO-BBYHCIUTEIFHEIE KOMIUIEKCH M CETH, CPEJICTBA M CHCTCMEI IIepenavu, IpHemMa U
00paboTku HHOOPMAIHH (CPEICTBA M CHCTEMEI 3ByKO3aIIHCH, 3BYKOY CHIIEHHS, 3By KOBOCTIPOU3BEICHH,
[IEPErOBOPHEIE B TEICBU3HOHHBIE YCTPOHCTBA, CPEJICTBA H3TOTOBICHHUS, THPAXKUPOBAHUS JIOKYMEHTOB
H JpyrHe TeXHHYECKHE CPENCTBa 06paboTKu pedeBoif, rpaduueckol, BHaeo- 1 OyKBeHHO-IH(POBOH
uHGOpPMAIHK), OPOTPAMMHBIE CPEICTBA (ONEPANHOHHBIE CHCTEMBI, CHCTEMBI YIPaBIeHHs Oasamu
JaHHBIX | T.IL.), CPEACTBA 3aIIUTEI HHYOPMAIIKH).

IMepconanbunie daHHBbIe — Jrobas uWH(OpPMalMs, OTHOCAINAACS K IPIMO HIH KOCBEHHO
OIIpe/IeIEHHOMY HIIH ONpeeseMoMy (HH3HIecKoMy JIHIYY (CyOBEeKTy NepCOHANbHbIX JAHHBIX).

IMoas3oBareb HA(GOPMANMOHHON CHCTEMBI — JIHIIO, YIacTByIOIIee B QyHKUMOHHPOBAHIH
HHPOPMAIMOHHOM CHCTEMEL HITH HCIIOJIB3YIOLIEE Pe3yIbTaThl e¢ PyHKIIMOHHPOBAHUSL.

Cpeacrea BBIYHCIHTENLHOH TEXHHKH — COBOKYIHOCTH HPOTPAMMHLIX H TEXHHYECKUX
SIIEMEHTOB CHCTEM 00pabOTKH JaHHBIX, CIOCOOHBIX QYHKIIMOHHPOBATH CAMOCTOSTENBHO HIIH B COCTaBE
IPYTHX CUCTEM.

¥Yrpossl Ge3omacHocTH HHGOPMAIMH — COBOKYIHOCTh YCIOBHH H (DakTOpPOB, CO3[ArOIINX
OIIACHOCTh HECAHKIIHOHHPOBAHHOTO, B TOM YHCIIE CIIy4aifHOro, JOCTyNa K HHQOpMALKMH, Pe3yIbTaToM
KOTOPOTO MOJKET CTaTh YHHYTOXKEHHE, H3IMEHEHHE, OIOKHpOBaHKE, KOIMPOBAaHHE, PaclipoCTpaHEHHE
HH(pOPMAIINH, a TAK)KE HHBIX HECAHKIMOHHPOBAHHKIX JeicTBHH mpH ee 06paboTke B HH(YOPMAITHOHHOM
CHCTEME.

Vuugroxkenne nHdopMAINHT — IEHCTBHS, B Pe3yJIbTATE KOTOPHIX CTAHOBUTCS HEBO3MOKHBIM
BOCCTAHOBHTE COJEpkKanue HHGopManuy B HHGOPMALIMOHHON CHCTEME U (M) B pe3yIbTaTe KOTOPBIX
YHAYTOKAFOTCS MATEPHATIbHBIE HOCHTETH HH(POPMAIHH.

VpoBeHb 3aMMIIEHHOCTH TMEPCOHAJBHBIX [JAHHBIX — KOMIUIGKCHBIH IIOKa3aTelb,
XapaKTepU3yIomuiA TpeOoBaHMs, HCIIOIHEHAE KOTOPEIX 00eCceYrBaeT HEHTPATH3AIHIO ONIPE/IeICHHBIX
yrpo3 6e30lMacHOCTH IEPCOHANBHEIX MAHHBIX IPH HX 00paboTKe B MH(QOPMAIMOHHBIX CHCTEMax
MEPCOHAIBHBIX JJAHHBIX.

IlenocTHoCcTh HHG(OPMANMH — CIOCOOHOCTH CPEACTBA BBIYHCIHMTENBHONW TEXHUKH HIIH
HHGOPMAIIMOHHON CHCTEMBI 00ECIICUMBATE HEH3MEHHOCTh HHQOpPMAIHH B YCJIOBHAX CIIyYailHOTO H
(W) TIpeIHAMEPEHHOI0 UCKaXeHHS (pa3pyIIeHHs).

3. MOPAJIOK OPI'AHU3AIIMN U ITPOBEJAEHUS PABOT 11O OBECIIEHEHHMIO
BE3OITACHOCTH HH®OPMAIIUHA

3.1. Tlom oprammsammeii obecredyennst GE30MACHOCTH 3alIMIIacMOM HH(MOPMALMH [pPH €
ob6pabotke B UC nonumMaetcst YopMEpOBaHHE U PEANTH3alKd COBOKYITHOCTH COTTIACOBAHHBIX 110 IETIH,
3ajadaM, MECTYy M BPEMEHH OPTaHH3AI[MOHHBIX H TEXHMYECKAX MEPONPHATHH, HANPABICHHBIX Ha
MHHHMH3AIHIO yIIepba 0T BO3MOXKHOM peann3aiuy yrpo3 6e30IacHOCTH 3alliiaeMol HHGOpMAaIiH,
peanH3yeMEIX B paMKax CO3/aBaeMoil CHCTEMBI 3auThl HHpopmanwu (manee — C3H).

3.2. C3U BxmouaeT B cebs opraHu3allMOHHBIE H (MIM) TEXHHYECKHE MEPEI, ONPE/IeIeHHEIC C
Yy4eTOM aKTyalbHLIX Yrpo3 0e30macHOCTH 3allMINAacMol HHPOpPMAUWH, YPOBHS 3alMINEHHOCTH
TIepCOHANBHBIX NAHHBIX (manee — I1J1H), KoTopkii HeoOXomuMO obecneynTsh, KIacca 3allIEeHHOCTH
MyHUIMIATHOK HH(OpMauuoHHOH cucTeMsl (manee — MUC) m HHQOPMALHOHHBIX TEXHOJIOTHH,
ucrons3yeMerx B MC.

3.3. BesomacHocTs 3amumaeMoil uuopMamuu mpu ee obpaborke B MC obecnednBaet
VupexIeHHe WM JHI0, OCyLIeCTBIsHomee 00paboTKy 3amuInacMoi HHpOpMaNuH IO IOPYYEHHIO
VupeskIeHHs Ha OCHOBAHHH 3aKJTFOYAEMOT0 ¢ STHM JIAIIOM JIOTOBOpA (Jajiee — YIOIHOMOYEHHOE JIHIID).
JIoroBop MEXIy YHUpeKICHHUEM H YIOJHOMOYEHHEBIM JIHLOM JOJIKCH IIpEeITyCMaTpHUBATh 00513aHHOCTD
YIIOTHOMOYEHHOTO JIHIa 06ecrednTh Ge30MacHOCTh 3aymaeMol Haopmaiun npy ee odpaboTke B
HUC.
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3.4. 3ammTa wmHbOpManmu, coxepxameiicas B MC, obecmeuuBaeTcs IyTe€M BBIIOJHEHHUS
VupexnenueM TpeboBaHu K OpraHU3allky 3aiuTsl HHbopMaruy, conepxkamerics B C, u TpeboBaHuit
K MepaM 3amuThl uHpopMaui, conepxaeiics 8 UC.

3.5. VupexJIeHMEM Ha3HAYaeTcsl JIAIO, OTBETCTBEHHOE 3a OpraHM3alMio 00paboTKH
TepCOHANBHAIX JaHHBIX Ipd uX o0patoTke B ®IBOY BO «MI'TY « CTAHKHWH».

3.6. Jlns obecmeueHms Oe30macHOCTH 3ammmiaemoil uH(opMammm, conxepxameics B HC,
VupeeHHeM Ha3HAYAETCS CTPYKTYyPHOE MOIpAas[eNeHHe MM JOLKHOCTHOE JTHUO (PabOTHHKH),
OTBETCTBEHHOE 34 3alIUTy HH()OPMAIIHH, HE COLEPKalleH CBENEHHS, COCTABIISIIOINE IOCY JapCTBEHHYIO
Taiiny, B mEGopMammonHex cucremax ®IBOY BO «MI'TY « CTAHKIH» (nanee — OTBeTCTBEHHBII).

3.7. Jlnsa mposemenmst paboT 1o 3amuTe MHGOPMALMH B XONE CO3MAAHHMS, SKCILIyaTallud H
BEIBOAa u3 skcruryatamun MC VupexueHHeM B COOTBETCTBHH € 3aKOHOJATENHCTBOM Poccuiickoi
@eepanuy npu HeoOX0IMMOCTH IPHBIEKAIOTCS OPraHU3aliy, UMEIOIIHE THUICH3UI0 Ha JIEATCIbHOCTD
II0 TEXHUYECKOH 3aIuTe KOHPHAEHHATLHOM HHPOPMAIMK B COOTBETCTBHE ¢ DeneparbHbIM 3aKOHOM
Poccuiickoit ®enepanmu or 4 mas 2011 r. Ne 99-@3 «O nuueH3HPOBAaHWH OTHENBHBEIX BHJIOB
JEeSTCITEHOCTHY.

3.8. Jlna obecmeyenwus 3ammThl HEGOpManmH, conepxkameiica B UC, npuMeHSIOTCS Cpe/CcTBa
3aIIHTH HH(GOPMAIHHY, IPOIIE/IIUE OLEHKY COOTBETCTBHA B opme 06s3aTeNbHOM cepTadHKaniy Ha
COOTBETCTBHE TpPEOOBAHHAM IO OE30TACHOCTH HH(OPMAMH B COOTBETCTBHH CO CTarkeif 5
®enepansHOTro 3aKoHa Poccmiickoit ®enepauun ot 27 nexabps 2002 r. Ne 184-03 «O TexHHHYECKOM
peryJupoBaHHN.

3.9. 3amurta uEbOpManuu, comepxamedcs B MC, SBISeTCA COCTABHOM YaCTBIO padoT IO
co3manuio u dKcinryaTtanun MIC u ofecrmeunBaeTcs Ha BCeX CTaiusX (9Tarax) e¢ Co3[aHusd, B XOIC
SKCIUIyaTalM{ W BBIBOJA M3 3KCILITyaTalluH ITyTeM NPHHATHS OPTaHH3alMOHHBIX H TEXHMYCCKAX MCP
3ampTE HHGOPMAIMH, HANIPABJIEHHBIX HA ONOKHpOBaHHE (HEHTpamM3almio) yrpos 0e30macHOCTH
napopmanuu B UC, B pamxax C3U.

3.10. Opranu3anEOHHbIE H TEXHHYECKHE MEPhI 3alliThl HH(YOPMAIHH, Pealn3yeMbIe B paMKax
C3U, moipkHBI OBITH HAPaBIEHE! HA HCKIIOYCHHE!

— HENpaBOMEPHOTO  IOCTYyIa, KONHPOBAHMA, IMPENOCTABICHHS MM PacIpOCTPAHCHHUS
uHpopMaruy (obecedeHue KOH(HISHIHATEHOCTH HHPOPMAIIHK);

— HENpPABOMEPHOTO YHUUTOXKeHMS win Momuduiuposanus wuHbopmanuu (obecreueHHe
IETOCTHOCTH HHGOPMALTHH);

— HempaBOMepHOTo GokupoBanus HH(OpMauH (obecnedeHne NOCTYTHOCTH HHPOPMALHH).

3.11. Jina obecnedenns 3amuThl HEGOpMalmy, cogepxkameiics B IC, mpoBoastes ciemyromue
MEpPONIPHATHS:

— ¢opMupoBanue TpebGoBaHuil K 3amuTe HHbOpMamH, cofepxaiielics B UC;

— paspaborka C3U;

— pueapenne C3U;

— arrecrauus VIC mo Tpebopanusam sammtsl nHbopMarun (Janee — arrectanus UC);

— obecnedenne 3amuThHl HAGOPMAIIHE B XO/I€ SKCILTyaTauy aTTecToanHoi MC;

— obecreueHHe 3alMTH HH(DOPMAIMH OPU BHIBOJE H3 SKCIUTyaTauu arTectopannoi MC wmmm
TI0CIIe IPHHATHS PEMIeH s 00 OKOHYaHHH 00paboTKH HHPOPMAIIUH.

4. ©OPMHUPOBAHHUE TPEBOBAHHUII K SAILIUTE UHO®OPMAILIUH,
COJIEPKAIIEUCA B UTHOOPMAITMOHHOU CUCTEME

4.]1. ®opmuposanue Tpebopamuit K 3ammre uHOpMamumu, comepkamedcs B MG,
OCYLIECTBIIAETCS Y UPEKIEHUEM.
4.2, ®opmuposande TpebOBaHHIT K 3aIIUTE HHPOPMAIIIH, COAEpIKalIeiics B U C, BKIIOYAET:

— IPHHATHE PEIIeHHs 0 HeoOGXOMUMOCTH 3alKUTEl HHopManuy, coaepxkareiics B 1C;

— knaccudukamuo MC mo TpeGoBaHHAM 3aIUThl HMH()OPMAIHH, OIPEACNECHHE YPOBHA
samuimentocTy [1JIH mpu ux o6paborke B C;
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— oIpezieNieHre yrpo3 0e30macHOCTH MH(OPMAINY, Peain3alis KOTOPEIX MOXKET MPHBECTH K
Hapymenmio GesomacHoctd mHpopMamuu B MC, ¥ paspaboTKy Ha HMX OCHOBE MOJCIHM yrpo3
6ezonacHocTi WHGOPMALIUH;

— onpenenenue Tpebopanui Kk C3H.

4.3. TIpW IpHHESTHH pelIeHHS O HEOOXOAMMOCTH 3AIHTH HH(OPMALKH, COIEpXKaIeHics B HcC,
OCYIIECTBIISETCA:

— anam3 neneit cozganus UC u 3a1a4, permaemsrx atoi MC;

— ompefenenue uahopMmauy, oanexamel oopadorke B MC;

— aHaNM3 HOPMATHBHBIX IPABOBBIX AaKTOB, METOAMYECKHX JOKYMEHTOB M HA[HOHATBLHBIX
CTaHAapTOB, KOTOPHIM JI0JDKHA cooTBercTBoBaTh MC;

— TIpHHATHE pelleHns o HeoOxoauMocTH cosnanus C3H, a taoke onpezieneHne Heled u 3a1aq
samuTsl mEGopManuy B VIC, ocHOBHEIX 3TanoB co3manms C3U u GyHKumii mo 00ecneueHnIo 3aIuThbl
uabOpManuu, copepxarmetics B MC.

4.4. Pesymprars k1accupukanun YIC 0hopMIITIOTCS aKTOM KIacCAGUKALIHH.

4.5. Pe3ynwTaTel OmIpeneseHHs] YpOBHs 3amuinedHocTd IIJlH mpu HX obpaborke B MC
0(OPMIISIFOTCSI AKTOM OIIPEIeNIEHHs yPOBHS 3alIHIIEHHOCTH.

4.6. Yrpossl GeszomacHocTH HMH(pOpMAlMK ONPENCISIOTCA IO PE3ylbTaTaM —OLICHKH
BO3MOXKHOCTEH (HOTEHOMAaNa) BHEIHMX M BHYTPEHHMX HapyIOWTEIeH, aHauu3a BO3MOXKHBIX
yaspamocTeit MC, BO3MOXKHBIX CIOCOOOB pealmusalud yrpo3 6esomnacHOCTH HHQOpMallHd ¥
MOCIEACTBAN OT HapylIeHHs CBOMCTB OesomacHOCTH MHG(opMamuu (KOH(QHICHIHAIBHOCTH,
LE€TOCTHOCTH, IOCTYIHOCTH).

47. B xadecTBe WCXOIHBIX MAHHBIX Ul ONpENENeHHMs yrpo3 0e30macHOCTH WHpOpMALHH
HcIoNB3yeTcs GaHK maHHBIX yrpo3 GesomacHoctd mHGbopmanmu (bdu.fstec.ru), BeaeHHE KOTOPOIO
ocymectBisiercs @CTOK Poccun.

4.8. Ilpu ompenenenus yrpo3 OesomacHOCTH HHGOPMALMH YYHUTBIBAIOTCH CTPYKTYPHO-
ynkuuonansaeie xXapakrtepuctuku KC, BKIOYaomue CTPYKTYPy H COCTaB UC, duzuyeckue,
normdeckue, GyHKIHOHATBHEIE H TEXHONOTHUECKHE B3aHMOCBA3H Mexy cermentamu MC, ¢ HHBIMA
YC u nH(OpPMAIHEOHHO-TENEKOMMY HUKAIHOHHBIMH CETAMH, PEKAMBI 00paboTKu undopmanuu B UC
B ee OTIeNBbHBIX CEMCHTAX, a TakKe WHble XapakTepuctiku VIC, mpuMeHsemble HH(HOPMALHOHHEIC
TEXHOJIOTHH B 0COOEHHOCTH €€ (PyHKIIMOHUPOBAHHU.

4.9. Tlo pesyisTaTaMm ompejeNenus yrpo3 GesomacHocTH HHGOPMANMK P HEOOXOIHUMOCTH
pa3pabaTEIBAIOTCS PEKOMEH/IALMH 10 KOPPEKTHPOBKE CTPYKTYPHO-(QYHKIIHOHATBHEIX XapaKTEPUCTHK
VIC, HampaBieHHBlE Ha OJOKMpOBaHHe (HEHTpamH3alMio) OTAENBHBIX yIpo3 6esomacHOCTH
nHOpMaLIHH.

4.10. Mogens yrpo3 GesomacHocT: HH(bOpMalMK AODKHA colepxare ommcanne MC u ce
CTPYKTYpHO-(GYHKIMOHATBHbIE ~XApAKTEPHCTHKH, 4@ TAKKe OINHMCAaHWe YIpo3 —Oe3omacHoCTH
pH(QOpMAIEY, BKIIOYAIOIIEE ONMCAHHE BO3MOXKHOCTEH Hapymmrened (Mozenk HapyIIATENs),
BO3MOXKHEIX ys3BuMocTeit WC, crmoco6op peanusamuu yrpo3 06e3omacHOCTH HH(pOpMalHH H
HOCIIeICTBH OT HapyIIeHHs CBOMCTB Ge30macHOCTH HHOPMAIIHH.

4.11. Tpeboarus k C3U onpe/ensroTcs B 3aBHCUMOCTH OT KJlacca 3alUIICHHOCTH UC, ypoBHa
sanmmensocta 11J18 npu mx o6paborke B UC u yrpo3 GesonacHoCTH HHGOPMAIMH, BKIIOYECHHBIX B
MOZIENB YIpo3 6e30macHOCTH HH()OPMAIIUH.

4.12. TIpu onpenenennu TpeGoaruii K C3M yaHTEIBAIOTCS MOJOKEHHS IOIUTHKH Y UPEHICHUS
B OTHOIIEHHH 00paboTKH IepcOHANBHBIX JaHHEIX.

5. PA3PABOTKA CUCTEMBI 3ALIUTHI HH®OPMAIIUHN

5.1. Paspa6orka C3U opranuzyercsa YUpeKAeHUEM.
5.2. Paspabotka C3U ocymecTBIsSeTCA B COOTBETCTBHH C TEXHHYECKHUM 33/[aHHEM Ha CO3IaHUE

C3U u B TOM 4HCIIE BKIIOYAET:
— mpoektupoBanue C3U;
— pa3paboTKy JKCILIyaTalmoOHHO#N nokyMenTanuu Ha C3H;
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— maketHpoBanue 1 TectapoBanne C3H (mpu HE06X0MUMOCTH).

53. C3W He J0KHA TIPENATCTBOBATh JOCTHXEHHIO wmened cosganus HMC um ee
(dyHKIIMOHUPOBAHHIO.

5.4. Tlpu paspaborke C3M y4ureBaeTcs ee HHQOPMALKMOHHOE B3aUMOICHCTBAE C HHBIMU nC
H HHHOPMAIHOHHO-TEIEKOMMY HUKAIHOHHEIMH CECTSIMH.

5.5. Ilpu npoexrupoBadur C3H oCymIECTBISIOTCS CIICTYFOIIHE MEPOIIPHSATHS:

— ONpedenaioTca THIB CyOBheKToB HOCTyma (IIONB30BAaTENH, IIPOLECCH M HHBIE CyOBEKTEI
JIOCTYIIa) ¥ 0OBEKTOB JOCTYIA, SBISIOMMXCS 00BEKTaMH 3amuThl (YCTPOHCTBA, 0OBEKTEI (aiioBoi
CHCTEMEI, 3alycKaeMble B HCIIONHSEMbIE MOIYJH, OOBEKTH CHCTEMBbI yNpaBleHds 0a3zamu [JaHHBIX,
0BBEKTEL, CO3aBaeMble IPHKIATHEIM IPOrPaMMHbBIM 00ecriedeHHEM, HHBIE 0OBEKTHI JI0CTYTIA);

— OTIPEJIENSIOTCS METOIBI YIIPABICHHS JOCTYIIOM (JMCKPEIHOHHBIH, MAHIATHBIH, POJIEBOU HIIH
HHBIE METO[BI), THIEI A0CTyIa (YTEHHE, 3a0KCh, BBIIOIHEHHE MM MHBIE THIIBI JOCTYIA) U [IPABHIIA
pasrpaHMYeHHs O0CTyma cyOBEeKTOB AOCTyma K oOBeKTaMm JOcTyna (Ha OCHOBE CIIHCKOB, METOK
6€3011aCHOCTH, POJIEH W MHBIX PaBKIT), IO IeKaIue peanusanuy B MC;

— BBIOHPAIOTCS MEPHI 3aMIUTHl HHYOPMAINH, ToJTexKamue peanusanuu B C3U;

— OTPEJIENSIOTCS BUABL X THIIEL CPEJICTB 3aIIUTEH HHYOPMAIMH, 00SCIeUMBAIONIUE Pealli3alHIo
TEXHHIECKHUX Mep 3alUTE HHGQOpMAaIIUH;

— ompenensercs crpykrypa C3U, Bmowas cocTaB (KOJIHYECTBO) M MeCTa pasMEINCHUS ee
DIIEMEHTOB;

— OCyIIECTBNISIETCS BBIOOp CPENCTB 3aImUThl HHGOpPMAlWH, CEPTHYHUUMPOBAHHEIX Ha
COOTBETCTBHE TpeOoBaHMAM 10 Ge3011acCHOCTH HHMOPMALHH, C yYETOM UX CTOMMOCTH, COBMECTHMOCTH
¢ HHOOPMAIMOHHBIME TEXHOJOTHAMA H TEXHHYSCKHMH CPEICTBaMH, (QyHKIMA 6e301acCHOCTH ITHX
CPEZICTB H 0COOEHHOCTeM HX peai3aluH, a TaKkKe Kracca samumeHHocTH MC, ypoBHS 3alIMIIEHHOCTH
1)1z mpu ux obpabotke B MIC;

— ompeensoTcs TpeboBaHus K apaMeTpaM HaCTPOHKH IPOrpaMMHOT0 o0ecIIeyeH s, BKIIF0Tas
IIporpaMMHOE 0O€eCTeYeHHe CPENCTB 3aIluThl MH(QOpManuu, oO0eCneYUBaIOIIUe pPEaH3alluio MeEp
3amMTH HHGOPMAIMH, a TaKke YCTpaHEHHe BOSMOXKHEIX ysazBumocredr WC, npuBOAsSImEX K
BO3HHKHOBEHHIO yrpo3 6e30macHOCTH HHOPMAIIHY;

— OTIpe/IeNdAIOTCS MEpHI 3alMThl HHGOpMAaNHH HpH HH(OPMAIMOHHOM B3aHMOJCHCTBHH C
uasME UC v #HGOpMATHOHHO-TENEKOMMY HUKAIMOHHBIME CETSIMHU.

5.6. PesympraTs! npoexrupoBanus C3U oTpaxaroTcs B IPOEKTHOH nokymenTanuy Ha C.

5.7. TIpu OTCYTCTBHE HEOOXOIMMBIX CPEICTB 3alIHTH HHYOPMAIUH, CepTHGUIUPOBAHHEIX HA
COOTBETCTBHE TPeOOBaHHAM MO 6e30macHOCTH MH(OPMAIMH, OpTraHu3yeTcs paspaboTka (mopaboTka)
CPEJICTB 3aIUThl MHGOPMAIMH U HX CepTH(HKAIAA B COOTBETCTBHH C 3aKOHO/ATEBCTBOM Poccuickol
deepalii WK TPOM3BOIUTCS KOPPEKTHPOBKA MPOEKTHEIX pemenuit o VC u (umm) ee C3U ¢ yueTom
(yHKIHOHATBHEIX BO3MOXKHOCTEH HMEIOIUXCS CePTHOUIHPOBAHHBIX CPE/ICTB 3aIIUTH HHOPMALHH.

5.8. PazpaboTka skciuryaranuoHHO# foxymMeHTanuy Ha C3U ocymiecTBISICTCS B COOTBETCTBUH
¢ TEXHHYECKVM 3amanueM Ha co3anue C3U.

5.9. Ilpu makerupoBanuy ¥ TectupoBanuu C3M B TOM 9HCiIE OCYINECTBIAIOTCA:

— TIpoBepKa paBoTOCIOCOGHOCTH B COBMECTHMOCTH BEIOPAHHBIX CPEJICTB 3AIUTEI HHPOPMALIHH
¢ MH(OPMAIHOHHBIME TEXHOJIOTHAMH M TEXHHYECKHMH CPE/ICTBAMH;

— IpOBepKa BBITONHEHHS BEIOPAHHBIMHA CPEJICTBAMH 3aIMUTE! MHbopManuu TpeGosanuii Kk C3H;

— KOPPEKTHPOBKA IPOEKTHBIX PENIEHHU, pazpaboTaHHBIX npu cosmanan C3M.

5.10. Maxetupoeaurie C3W m ee TecTHpPOBaHHE MOXKET IPOBOJUTECI B TOM 4YHCIE C
HCIIONB30BAHHUEM CPEICTB B MeToA0B MozenupoBanus MC U TeXHOTOTHI BUPTY AH3aAH.

6. BHEJJPEHUE CUCTEMBI 3AIIUTHI HHO®OPMAIIUHA

6.1. Brempenne C3U opranusyercsa YUpeKIeHHEM.
6.2. Breapenue C3U oCyiecTBISETCS B COOTBETCTBHH C NMPOEKTHOH M OKCIUTyaTallHOHHOHU
noxkymenTtanuei Ha C3M ¥ B TOM 9MCIIE BKITFOYACT:
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— YCTaHOBKY M HACTPOMKY CPeiCTB 3auuTs! napopmanuu B MIC;

— paspaboTKy JJOKYMEHTOB, OINpPEHENSIOIMX INpaBWia H IPOUEMYpPHI, peai3yCMBIC
VupexaenneM mis obecrieuenus 3amuthl mEGopManuu B VIC B Xone ee sKCIUTyaTaluu (naee —
OpraHH3aIIHOHHO-PACTIOPSAHTENBHBIE JOKYMEHTHI 110 3aIUTe HHGOPMAIuH);

— BHEJIPEHHE OPraHU3alHOHHbBIX MEP 3alMThl HH(pOpMAIy;

— nipesBapuTenbHbie uenbranns C3H (mpu HeobxonumocTn);

— ombITHYIO sKcmtyaraniio C3U (mpu HeoOX0AuMOCTH);

— aHanu3 ys3euMocTed UC 1 npHHATHE Mep 3allUThl HHQOPMAIXH IO HX YCTPaHEHHIO;

— npuemounsie ucnsiranust C3U (mpy He0OXOAMMOCTH).

6.3. YcTaHOBKAa M HACTpoOika cpeicTB 3amuThl HEGopManun B MC 1omKHa IPOBOIHTECH B
COOTBETCTBHY ¢ 3KCILTyaTalMOHHOM JokymenTauued Ha C3M 1 JOKyMEHTAIlMEH HA CPECTBA 3allUThI
“HQOpMAIIHH.

6.4. PaspabarbiBacMBIe OpraHH3AIMOHHO-PACIOPANUTENBHEIC JOKYMEHTBl [0 3allUTe
UHGOPMAIHH OJDKHEI OIIPENEISITh IPABHIA H IIPOLEy PEI:

— IUTAHEPOBAHHS MEPONPHATHI 110 3ammuTe nHpopmarmu B IC;

— ynpasnenus (aqmunucTpuposanns) C3U;

— BEISBJICHHS HHIHEHTOB (OJHOTO COOBITHS HIIH TPYIIIBI COOBITHH ), KOTOPBIE MOTYT IIPHBECTH
K cOosM Wi HapymeHnio dyukmumoraposanus UC u (MIH) K BO3HUKHOBEHHIO YIPo3 0€301acHOCTH
uHpOpManUH (Ianee — HHIUAEHTEI), B PEariPOBaHII Ha HHX;

— ympaBnenus Kouurypanueii arrecropannod MC u C3U;

— KOHTpOJIIA 32 O6ecredeHreM YPOBHS 3alUIIEHHOCTH HHOOPMALUH, Colep aleics B nGC;

— uadopMHupoBaHus 1 00ydeHns nepconana MC;

— sammTe HE(GOPMALHH IIPH BEIBOJE U3 oKkcrutyarauun MC mm nocrne MPUHATHS pelieHus 00
okoHYaHuH 006paboTKH HHGOPMALHH.

6.5. Ilpu BHeApEeHHM OPTaHM3AMOHHBIX MEp 3alIUThl HHPOPMAIUN OCYIIECTBIILIOTCS:

— peanm3arius PaBUII pasTpaHHuen s J0CTyIa, perIaMeHTHPYOIIHX TpaBa [0CTyIIa CyOBEKTOB
JOCTyIa K 06BeKTaM JO0CTyIld, ¥ BBEJEHHE OTPAHMYEHWH Ha NCHCTBHA NONB30BAaTENEH, a TAKKE HA
M3MEHEHHUE yCIOBHi 3KCIUIyaTalliH, COCTaBa H KOH(QUIypallii TEXHHIECKHX CPEJICTB M IPOrPaMMHOT0
o0ecrieyeHHs;

— NpoBepKa IIONHOTHI M JETANLHOCTH ONUCAHWS B OPraHH3allOHHO-PACIOPSAUTEIBHBIX
NOKyMEHTAaX IO 3amure HHQOpManwu peicTBH IONb30BaTENed M aIMHHHMCTPATOPOB HUC mo
peaH3alyy OpraHu3alMOHHBIX Mep 3aIIHTE HH(OpMAUH;

— 0TpaboTKa [eHCTBAN JOIDKHOCTHBIX JIHI H HMOJpa3s/e/IeHHH, OTBETCTBEHHBIX 33 Peallu3aliio
Mep 3alUTE HHPOPMAaIHH.

6.6. TIpensaputenbHble uenbrtanus C3M BKIIOYAIOT TPOBEPKY PabOTOCIIOCOOHOCTH C3H, a
TAKOKE IPHHATHE PEIIEHHS O BO3MOXXHOCTH ONBITHOM sKciutyatamus C3H.

6.7. OmubiTHas sxcmtyatanus C3U Bximodaet npoeepky Gynximonuposanms C3H, B Tom qHCIE
peaIH30BaHHEIX Mep 3allUThl HHOPMALUH, a TAKKE TOTOBHOCTH IIOIB30BATENCH U aIMHHUCTPATOPOB
K okciutyaTanuu C3H.

6.8. Anamus ysspumoctedt UC mpoBoguTca B IEISX OLCHKHM BO3MOXKHOCTH IIPEOINOTICHMA
napymuteneM C3V ® mpenoTBpalieHHs peaiusalvd yrpod 0e3omacHOCTH HHpOpPMALIMH. AHAIH3
yssBumocTeif VIC BKIIOYAET aHANIM3 YSA3BHMOCTEH CpPEJICTB 3alUThl MH(OPMAIMH, TEXHHHECKHX
cpesers u mporpammuoro obecredetns VIC. Ilpu anamase ysssamocteii MC nposepsaeTcs OTCYTCTBHE
M3BECTHBIX YS3BHMOCTEH CpEJICTB 3allUTHl MH(pOPMAlWH, TEXHHYECKMX CPE/ICTB H MPOrpaMMHOTO
obecIieuer s, B TOM HCIE C y49eToM HH(bOPMAIUH, HMEIOIIEHCs Y pa3paboTIHKOB U TOTYYEHHOH M3
JPYTHX OOIMENOCTYHBIX HCTOYHMKOB, HPABHIBHOCTh YCTAHOBKH H HACTPOMKM CPEJCTB 3aIlUTHI
uH(OpPMAIMH, TEXHUYECKHX CPEICTB M NPOrPaMMHOIr0 OOECIIEUCHHM, & TAKXKE KOPPEKTHOCTD paboThl
CPeJICTB 3aIMUTE HEGOPMAIMH [IPH HX B3aUMOJIEHCTBIH C TEXHHISCKMMH CPEAICTBAMHE 1 IIPOrPaMMHBIM
obecrmeuerneM. B ciyuae Beipienus yssamocTed MC, npuBomfmuX K BO3HHKHOBCHHIO
TOTIONMHUTENBHEIX  yTpo3 0Oe30macHocTH HHQOpPMAIHH, TMPOBOAUTICA YTOYHEHHC MOMACTH YIpo3
HezomacHoCTH MHGOPMAIUK ¥ [PY HEOOXOAUMOCTH NPUHUMAIOTCS NONONHHTEIBHbIC MCPEL 3allUThI
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uabOPMAIlMY, HATPABJICHHBIE HA YCTPAHEHHE BBIABICHHBIX YSI3BHMOCTCH MM HCKIFOYAIOMHC
BO3MOJKHOCT HMCIIOB30BAaHMS HApYNIMTENIEM BEIIBICHHBIX ys3BEMOcTed. 1o pesynpraram aHalusa
yA3BUMOCTEH JOJDKHO OBITH MOATBEPKAEHO, 9T0 B MC OTCYTCTBYIOT YSA3BHMMOCTH, COAEpX aIlUecs B
Ganke NaHHBIX yrpo3 GesonacHocty nHGopManuun OCTIOK Poccun, a Taioke B HHBIX HCTOUHUKAX, HITH
HX HCIOIb30BaHKe (IKCIUTyaTalnsa) HapyIIuTeIeM HEBO3MOXKHO.

6.9. Ilpmemounsie ucnbitanus C3U BKIHOYAIOT IPOBEPKY BEMIONHEHHs Tpebosaruii Kk C3U B
COOTBETCTBHH C TEXHUUECKHM 3a7anueM Ha co3nanue C3N.

7. ATTECTAITASA WHOOPMAIIMOHHOMN CUCTEMBI

7.1. Artrecranus MC npoBoauTcs Ha 3Tale €€ CO3MaHMs MM Pa3sBHTHSI (MozlepHU3aIMN) U
IIpeyCMaTpHRAET IPOBEIEHHE KOMIUIEKCA OPraHM3alHOHHEIX H TEXHHYECKHX MCPONPHATHE i paboT
(aTTecTAllHOHHBIX HCIBITAHAM), B pe3ylbTaTe KOTOPHIX IIOATBEPIKAAETCS COOTBETCTBHE UC
TpeGoBaHMAM 1O 3ammTe WHGOPMALMH B YCIOBHAX €€ SKCIuryarauud. Jlomyckaercs TpoBeAeHHE
artecramuu MC Ha oTame ee SKCIUIyaTALIMM B CIydae, €CIH Y4UPEXICHHEM IIPHHSTO PelleHHe 00
06paboTKe 3amuIaeMoii nHGOPMAIHK TocTe BBoja B oKcmuryatauo MC.

7.2. Jlng mpoBeieHUs aTTeCTAIIMOHHBIX HCIBITAHHA Y Ypeik/IeHAe IPHBIEKAeT OPraHu3aruio,
MMEIOLILYIO JTHIIEH3HIO Ha OCYIECTBIEHHE AESITeNbHOCTH 10 TEXHHYECKOH 3aIiTe KOH QK ICHIHATEHO!
nHdopMalmy (C mpaBoM MpoBeAeHHS paboT M OKa3aHWsS YCIyT IO aTTECTAIMOHHBIM HCIBITAHHUIM H
aTTecTAIMH Ha COOTBETCTBHE TpeboBaHmAM no 3auuTe HHbopMmanuu), Beannyio @CTOK Poceunn B
COOTBETCTBMH ¢ IlONIOKEHHEM O JHIEH3MPOBAHHE [EATEIBHOCTH II0 TEXHUYECKOH 3alluTe
KOH(HUICHIHATBHOR HHDOPMAIUH, yTBEP)KACHHEIM MOCTaHOBIeHHEeM IlpaButenbcTBa POCCHHECKOH
®eneparuu oT 3 deparms 2012 r. Ne 79 (1ajee — OpraH 1o aTTeCTaluH).

7.3. Cpox mposeneHms pabor mo arrectauud MC ycTaHaBnusaeTcs YUPEKICHHEM IIO
COTJIACOBAHHMIO C OPTAHOM IT0 aTTECTAIlUMH, HO HE MOXET IPEBBIIATh YETBIPEX MECAILICB.

7.4. Tlposenmenue  arrecTaquoHHBIX  Hembitanud  MC  JO/DKHOCTHBIMH - JTHLEMH,
OCYIIECTBIAIOMUMHE NpoekTapoBanne U (um) BHenpenne C3W UC, He nomyckaeTcs.

7.5. Jlna mpopejeHus paboT MmO arTecTalEd Y 4peX/IeHHE NPE[CTaBISEeT B Oprai Io
ATTeCTAIMH CIIEAYIOIIHE JOKYMEHTHI HIIH HX KOITHE (I10 PEICHHIO Y UpeskIeHHUS TOKYMEHTSI (X KOIIHH)
MOTYT GBITh IIPEICTABIEHEI B OPTaH 110 ATTECTALMH B BUJIE DIEKTPOHHBIX JOKYMEHTOB):

— texamyeckuit macmopr Ha MC mo ¢dopme cormaceo Ilpmmosxenmo Ne 1 x Ilopsiaky
OpTaHM3AlMH ¥ TIPOBEJEHAs paboT MO aTTecTalud OO0BEKTOB HH(MOPMATH3AIMH HA COOTBETCTBHE
TpeGOBAHMAM O 3aIUTe HHQOPMALHA OrPAHHYCHHOTO IOCTYId, He COCTABIIAIONMEH rocy 1apCTBEHHYIO
Taitay, yreepaaennomy npukazoM @CTIK Pocenu ot 29 anpemnst 2021 r. Ne 77;

— axt Knaccudukarmuu VIC mo dopme cormacuo Ipunoxenuto Ne 3 k Iopsiiky opranusanuy 1
IpOBeJIcHUs PaboT II0 ATTeCTAlHH OOBEKTOB HH(OPMATH3ALMH HA COOTBETCTBHE TpebOBaHHAM O
sammre MHOOPMAIME OTPAHMYEHHOTO JHOCTYNd, HE COCTABIMONIEH TOCYIapCTBEHHYIO TaiHy,
yrepxaennomy npukasom ®CTIK Poceun ot 29 anpens 2021 r. Ne 77;

— aKT OIIpejieNleHus ypoBHs 3ainumentoctd I1/la npu ux obpaboTke B WC (upu obpaboTke B
arrecryemoit UC I111n);

— Mozens yrpo3 Oe30nacHOCTH HH()OPMAIAH;

— TexHHWYecKoe 3ajaHuWe Ha co3jaHme (passuTHe, monepHusanmio) MC m (unu) yacTHOE
TeXHITUECKOe 3a[aHMe HA co3IaHie (Pa3BUTHE, MOJIEPHHU3AIMIO) CHCTEMBI 3aiuThl HHdopmanuyn HC;

— NIPOEKTHYIO IOKYMEHTALHMIO Ha cucTeMy 3amuThl uHdopmaruu MC (B ciydae ee pa3paboTku
B xoze coznanus 1C);

— SKCIUIyaTALMOHHYIO JOKYMEHTAIMIO Ha CHCTeMy 3ammThl uHdopmanun VIC n mpavensemble
CpeJiCcTBa 3alluThl HHOpMAaLHHy;

— OpraHHU3AIHOHHO-PACTIOPS/IATENBHBIC TOKYMEHTEI [0 3alluTe HHOOpMALMu YHUpeKIeHH:,
perIaMeHTHPYOLIHE 3aMTy HHpopMaii B xoje skciutyaranuu MC, B oM qucie niad MEpPOIPUATHI
1o 3ammre HHbopMmanuu Ha MC, TOKyMEHTEI 10 TIOPSIKY OLIEHKH YTpo3 0e30IacHOCTH HH(pOpPMALHH,
YIIPABIIEHHIO (aIMUHECTPEPOBAHHIO) CHCTEMOH 3alATE HH(OPMALH, YIPaBICHHIO KOH(QUIYypalrei
JIC, pearHpOBAaHHMIO HA WHIIMEHTHl O€30IIACHOCTH, MH(GOPMUPOBAHMIO H ODyHCHHIO MEpCOHAA,
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KOHTPOJIO 33 obeclieueHreM YPOBHS 3alIHIIEHHOCTH MH(pOpMaIK (Janee — JOKYMEHTHI 110 3alUTe
uH(bOPMAIHH);

— JOKYMEHTEI, COZlepIKalliie pe3yapTarsl aHanu3a ysa3suMocteii MC 1 mprHeMOYHBIX HCIIBITaHHH
cucreMs! 3amuTel uHGopmarmu VIC (B ciiydae NpoBe/IeHHs aHallM3a M UCIBITAHUH B XO/€ CO3J[aHus
HUC).

7.6. Atrectanus MC 1npoBOOMTCE B COOTBETCTBHHM C IIPOrpaMMOM M  METONMKAMH
aTTeCTalMOHHBIX  HchbITaHWi.  [IporpaMvMa  ©W  METOOMKM  aTTECTAUMOHHBIX  MCIBITAHWH
pa3pabaThIBalOTCS OPraHOM IO ATTECTALMU B COOTBETCTBHHU ¢ [lopsiikoM opraHu3anuy U IpOBEIEHHSI
paboT 1o arrectanuu OOBEKTOBR WHGOpPMATH3AIMM Ha COOTBETCTBHE TpeOOBaHWAM O 3alluTe
uHbOpMAMK OTPAaHHUEHHOTO JOCTYIa, HE COCTABIIMIONIEH IroCyIapCTBEHHYIO TalHy, YTBEPKICHHBIM
npukazoM OCTIK Poccuu ot 29 anpeinst 2021 r. Ne 77, u cornacoBeiBaeTes ¢ YupexaeHueM. B xoze
aTTEeCTAllMOHHBIX MCIBITAHWH OpraH IO aTTeCTallMd MOMKET BHOCHUTH H3MEHEHHsS B NpOorpaMmy H
METOIMKH aTTECTALHOHHBIX HCIBITAHUH IO COIVIACOBAHHIO C Y UPEKICHHEM.

7.7. B mporpaMMy B METOIHKH HCIBITAHHH HOJKHBI OBITH BKIIFOYEHBI CIICTYIOIIHE METOIBI
IIPOBEPOK (MCIIBITAHHH):

— DKCIEPTHO-JOKYMEHTATBHEIH METOJ, IPeIyCMaTpPUBAOIIHKA ITpoBepKy cooTBeTcTBus C3U
WC ycranoBneHHBIM TpeOOBaHUSM 110 3aIIHTE MH(QOpPMAIWK Ha OCHOBE OLEHKH 3KCILIyaTalHOHHOM
IOKyMEHTALUH, OPTaHHA3aIMOHHO-PACIIOPSIUTENBHBIX TOKYMEHTOB 110 3aIIuTe MHGOPMALKH, 8 TaKKe
ycioBu# dyHKimonupopanus UC,

—ananu3 ys3Bumocted MC, B TOM 4YHclne BBI3BAHHBIX HENPABUIBHONM HACTPOMKOM
(xoH(UTYpUpOBaHHEM) IIPOrPAMMHOI0 00ECIIEYCHUS U CPE/ICTB 3aIIHATH HHPOPMAIIHH;

— ucneitanuss C3M myTeM OCYIIECTBIEHHS IONBITOK HECAHKIMOHHPOBAHHOIO JIOCTYIIA
(rosneticteust) k MC B 06xoxn ee C3U.

7.8. Homyckaetcs artectanusi MC Ha OCHOBE pe3ysibTaroB AaTTECTAlMOHHBIX HCIBITAHUN
BBIZIENIEHHOTO Habdopa cerMeHTOoB MC, peanu3yonux MOIHYH TEXHOJIOTH0 00paboTku HHMOpMAIIMH.
B aToM ciryuae pacmpocTpaHeHue aTTecTaTa COOTBETCTBHA Ha Apyrue cermMeHThl MC ocyimecTsiseTcs
IIPH YCIIOBHH WX COOTBeTCTBHA cerMeHtaM MC, mpomemmuM aTTecTaliMOHHBIE HCIbITaHHsA. CerMeHT
CUMTAETCS COOTBETCTBYIOIMHM cermeHTy MC, B OTHOImIEHHH KOTOpOro OBLUIM IIPOBEJEHBI
aTTeCTAIlMOHHBIC HCIBITAHMS, €CIIH U YKa3aHHBIX CETMEHTOB YCTAHOBJIEHBI OJMHAKOBBIE KIIACCEHI
3aMIAMIEHHOCTH, YPOBHH 3aIMUINIEHHOCTH, YPOBHHM Ba)XHOCTH, YIpo3bl 0€30IaCHOCTH HH(M)OPMAIHH,
peanmu3oBanbl oguHaKoBele TpoekTHBIe permeHus mo VIC u ee C3U. B cermentax MC, Ha xoTophle
pacmpocTpaHsieTcss  aTTecTaT COOTBETCTBHUS, YupexkszeHHueM obecrneduBaercss COOIIONEHHE
9KCIUTyaTalionHoN mokyMeHTanud Ha C3M u opraHu3aiimoHHO-PacHOPSANTENBHBIX JOKYMEHTOB IO
3amuTe HHGOPMAIHH.

7.9. Ocobernnoctu arrectauuu VMC Ha ocHOBE pe3yibTaTOB ATTECTALMOHHLIX HCIBITAHWUN
BBIIENIEHHOr0 Habopa ee CerMeHTOB, a TaK)Ke YCIOBHS M IIOPSIOK paclpOCTpaHEHHs aTTecTara
cooTBeTcTBHS Ha Jpyrue cermeHThl MC momKHEI OBITH ONpeNeleHbl OpraHoM IO arTecTaldd B
IporpaMMe H METOJHKaX aTTeCTAIMOHHBIX HCIBITAHUH], 3aK/IFOUEHHH U aTTeCTaTe COOTBETCTBHS.

7.10. B xXome aTTeCTAlIMOHHBIX MCIBITAHUN YUpexXICHHE MOKeT BHOCHTE u3Mmenenus B MIC, B
TOM YHCIIE B ApXUTEKTYPY €€ CHCTEMBI 3alKUThI HH(popMaluy, B 1ensx npueeaenus MC B cooTeeTcTBHE
¢ TpeOOBaHUSIMH I10 3aIIUTE HHYOPMAITHH.

7.11. Tlo pe3ynpraTaM aTTECTALMOHHBIX MCILITAHWE YUpeKIeHUWE IONy4aeT OT OpraHa Io
arTeCTaluy CIENYIOIHUE JOKYMEHTBL:

— 3aKJIIOYEHHE [0 pe3yJIbTaTaM aTTecTaluoHHEIX nenbltanuil MC;

— MPOTOKOJ IO pe3yabTaTaM aTTecTalmoHHbIX Henbtanui MC.

7.12. B cityyae HaJIM4Ms B MOJIyYEHHBIX YUpeXKICHUEM OT OpraHa I10 aTTecTalluy 3aKIYeHHH
{ TIPOTOKOJIE CBEIEHHH O HAIMYHH HEJOCTATKOB (HECOOTBETCTBHH CHCTEMEI 3amuThl HHpopmatu MC
TpeOOBaHHAM IO 3alIUTe HHpOpMAaIHH) YUpexJIeHHEe OIIEHHBAaeT BO3MOMKHOCTH HX YCTPAaHEHHS B
nponecce arrectanud VMC u, IpH BO3MOXXHOCTH, obecreuuBaeT ux ycrpaHenwe. Ilo pesynbraTam
yCTpaHeHHs BceX 0003HAYECHHBIX B 3aKIFOUEHHH ¥ IIPOTOKOJIE HEAOCTATKOB YUpexkaeHHe 0(pOpMIISET U
HApaBisieT B aJIpec OpraHa Mo aTTeCTallid YBEIOMJIEHUE 00 yCTpaHEHHMH HENOCTATKOB IS OLEHKH
KayecTBa UX YCTPaHEHHS.
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7.13. Tlo pesynbTaraM OIEHKH KadecTBa YCTPAHEHHS HENOCTATKOB OpraH IO ATTeCTalld
TIOBTOPHO O(OPMIISET ¥ HAIpPaBIAeT B aapec YUpexJeHUs 3aKIIOYCHHE, B KOTOPOE BKIIOYAOTCH
cBefieHHs 00 yCTpaHEeHHH YUpeXKIeHUEeM BCEX BBIABJIEHHBIX HEJIOCTATKOB, a TAKOKE JENacTCs BBIBOM O
BO3MOMKHOCTH BBIIAYM ATTECTATA COOTBETCTBHA TpeOOBaHWAM II0 3auiuTe HHbOpPMAlUM (Janee —
arrectar coorBercTBH:) Ha MC.

7.14. Yupexaenue B CilIydae HECOINIACHS C BBHISBIEHHBIMH OpraHOM II0 aTTECTalluH
HEI0CTATKAMHE | BBIBOAMH, COJICPIKAITIMICS B 3aKIIIOYEHHH H IIPOTOKOJIAX, HANPABIILET B TCYCHHE 5
paGoumx Hel ¢ MOMEHTAa NOJNYdYCHHS 3aKIOYEHMs M TPOTOKONOB IMCbMEHHOE OOpallieHHe C
obocHopanueM takoro Hecornacus B QCTOK Poccun.

K o6palmeHuto IpuiiararoTcs B SIEKTPOHHOM BHJIE KOIIHH CIIEAYIONIHX JIOKYMEHTOB:

— TexHnUecKuil mactopt Ha UC;

— akt Kknaccuduxarmu UC o popme cormacuo [punoxenuto Ne 3 k [lopsanky opraHu3anud 1
IpOBEJICHHs paboT MO aTTecTalyy 00BEKTOB HH(GOPMATH3AIMH HA COOTBETCTBHE TPEOOBAHHAM O
samuTe HHOOPMAIMHM OIPAHHYEHHOrO [OCTYNa, HE COCTABJIMIONMIEH IOCYJapCTBEHHYIO TaliHy,
yrBepxaenaomy npukazom ®CTIK Poccun ot 29 anpensa 2021 r. Ne 77;

— aKT OIpeAeNeHHs ypoBHs samumenHoctd [1/{1 npu ux obpabotke B MIC (upu obpaborke B
arrecryemoii IC I1/1n);

— IpOrpaMMEl X METOIMKH aTTeCTalHOHHBIX HenbITanui UC;

— 3aKJIFOYEHHS H IPOTOKOJIEL.

7.15. ®CTOK Poccum DPOBOAUT OLEHKY IIPEACTABIEHHBIX JOKYMEHTOB Ha MPEIMET
COOTBETCTBHS TPOBEJEHHEIX OPraHOM II0 ATTECTAIlHH ATTECTAIMOHHBIX HCIBITaHHH M BEIBOJIOB,
COIEP)KAIMXCS B 3aKIOYCHHH, TpeOOBaHMSM IO 3alluTe MH(pOpMaruu u monoxeHusM llopsaka
OpraHM3alMM ¥ HpoBeieHAs paboT MO aTTecTallMM OOBEKTOB MH(pOpMATH3AMH HAa COOTBETCTBUE
TpeGoBaHHAM O 3aluTe HHQOPMALIHA OrPaHHYEHHOTO MOCTYIId, HE COCTABILIIOLIEH roCy 1apCTBEHHYO
Taifny, yreepxaennoro mnpukazom ®CTOK Poccum ot 29 ampens 2021 r. Ne 77 B Teuenue 10
KaJeHJApHEIX JHEH ¢ MOMeHTa monydeHuss oOpamenmsa. Ilo corsnacoBaHuio ¢ Y4UpexkIeHHEM
corpymunks ®CTIK Poccuu (tepputopranssoro oprana ®CTOK Poccunm) MOTyT IIPOBECTH
KOHTPOJIBbHEIE HcnbiTanus Ha VC B COOTBETCTBHMM ¢ IyHKTamHu 15 m 16 Ilopsjka opraHM3alldd ¥
IpoBeleHrsT paboT [0 aTTecTaluM 00BeKTOB MH(OpMaTH3alMH Ha COOTBETCTBHE TpeOOBaHUAM O
sammTe WH(GOPMAIMH OTPAHWYEHHOrO JOCTYNA, HE COCTABJIIOMEH TOCYyIAapCTBEHHYIO TaHHY,
yTBepKaenHoro mpukasom ®CTOK Poccun ot 29 anpens 2021 r. Ne 77. Ilo pesyinbraTaM OLEHKH
®CTAK Poccun (teppuropuansubiit opran @CTIOK Poccun) HanpasiiseT:

— B OpraH IO aTTeCTAllH YBEJOMJIEHHE O HEOOXOAMMOCTH YCTPAaHEHH:A BBIIBICHHBIX
HEJOCTATKOB B YKa3aHHBIA B YBEJIOMIIEHHM CPOK. Kommust yBeJOMIIEHHS HAaNpaBISeTCs Y IPEKICHHIO.
Oprag 10 aTTecTaluu 00s3aH yCTPaHUTh HenocTaTky, BersiBieHHble PCTIOK Poccun mo pesyibTaTam
OLEHKH JIOKYMEHTOB, B YKA3aHHbI B yBEIOMJIEHHH CPOK U O(QOPMHUTE aTTecTaT COOTBETCTBUA (ecrm
YCTAHOBIIGHO HECOOTBETCTBHE ATTECTALMOHHBIX HCIBITAHWKM W (WIH) BBIBOJOB, CONCPXKAIIMXCA B
3aKIFOYEHHH HIIM IPOTOKONaxX, TpeGoBaHusIM 1o 3amuTe uH(opmanuu win [lopsiika opraHu3alud 1
nposefeHns paboT M0 arTecTalud 00BEKTOB MH(OpMAaTH3aUUM HA COOTBETCTBHE TpeOOBaHUAM O
samuTe MH(GOPMAIMH OrPAHUYEHHOTO JOCTYNa, HE COCTABJSIONEH TOCYJapCTBEHHYIO TalHy,
yTBepxaennoro nprkazom @CTOK Poccuu ot 29 anpens 2021 1. Ne 77).

— pe3yIbTaThl IPOBEISHHON OIEHKH Y UPEKICHHUIO 171 YCTPAaHSHHS HEJJOCTATKOB, BRISBICHHBIX
OpraHoM II0 aTTecTaI(iy (€ciH 110 Pe3yIbTaTaM OLECHKH IOATBEPX/ICH BEIBOJ] OpraHa I10 aTTecTalut o
HEBO3MOXHOCTH BBHIIAUd ATTeCTaTa COOTBETCTBHsA. ATrecTaT coortBeTcTBua Ha MC opranoM mo
aTTeCTalliK He 0(OpPMIIIETCS).

7.16. Tlocie momydyeHns aTTecTara cooTBeTcTBHs Ha MIC 0T opraHa Mo aTTecTaluy Y UpexieHue
moxer monyauts or ®CTIK Poccun (tepputopmanssoro oprana ®CTIOK Poccun) sakiroueHue,
CoepKaIee OMMCAHHE BHIABIEHHBIX 110 pPe3ylNbTaTaM SKCIEPTHO-IOKYMEHTAIBHOH —OLEHKH
MaTepHaNoB, MPEeICTABICHHEIX OPraHoM IO aTTeCTalldM, HENOCTaTKOB M PEKOMEHJAUUH [0 HX
yerpasennio. B ciyuae nomysenus or ®CTOK Poccuu (tepputopuansroro oprana @CTIK Poccun)
TAKOTO 3aKJOYeHHsl YupexiaeHue OOecIedYMBAET YCTPaHEHHE BBIABICHHBIX HEJNOCTATKOB B
COOTBETCTBHH C BBLIAHHBIME PEKOMEHIAIMAME B YKa3aHHBIA B 3aKIFOUeHMM cpok. OO ycTpaHeHHH
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HefocTatkoB Yupexnenme uupopmupyer OCTIK Poccum (reppuropuanshbii opran ©CTOK
Poccun). Heycrpanenue Henoctatkos, BeriBieHHBIX @CTOK Poccuu (TeppUTOpHAIBHBIM OpPraHOM
®CTIOK Poccun), B yka3zaHHBIH B 3aK/IIOYEHHHM CPOK SBJII€TCS OCHOBAaHHEM UL IPHOCTAHOBIICHHMS
neicTBus arrecrata cootrercTBHs Ha MC.

7.17. ATTecTaT COOTBETCTBHSA BBIIACTCS Ha Bech Cpok skcmmyarauuu VIC. Yupexaenue B xoze
sxcuryatanun VIC obecreunBaer nomguepxkky coorseTcTBus C3U arTectary COOTBETCTBHSA B pamKax
peanu3aluy MEPOIIPHATHH, PeAycMOTpeHHbIX myHKToM 18 TpebGopanuii o 3amurte uupopManuy, He
cocTaBISIOIEH TOCYJapCTBEHHYIO TaiiHy, cojepiKameiics B TOCYIapCTBEHHBIX HH(OPMAIOHHEIX
CHCTEMaX, YTBEPXICHHBIX IpukazoM DenepalibHO# CIYXOBI MO TEXHMYECKOMY H SKCIIOPTHOMY
koHTpoino oT 11 despans 2013 r. Ne 17.

7.18. JleiicTBHe arTecTaTa COOTBETCTBHSA MOXeT ObiTh mpuoctaHoBleHO OCTIK Poccum
(teppuTopuansiemM opranom OCTIK Poccun) B cirydasx, OpeiyCcMOTPEHHBIX MyHKTOM 34 Ilopsiika
OpraHM3alMd ¥ MpoBedeHHs paboT MO aTTecTalluH OOBEKTOB HMH(OpPMATH3AlMHM HA COOTBETCTBUE
Tpe6GoBaHUAM O 3amuTe HHGOPMALHE OrPaHHYEHHOTO JOCTYIId, He COCTABISIIOIIEH IoCy JapCTBEHHYIO
Tajiny, yrBepixnerHoro npukazom ®CTOK Poccmm ot 29 ampens 2021 1. Ne 77. Vupexnenue
npexpamaer skcnayaraiuo UC co OHS MOTydeHHS YBEIOMIICHHS O NPUOCTAHOBIEHHH ICHCTBHSA

aTTecTara COOTBETCTBHS.

7.19. JleficTBHe arrecTaTa COOTBETCTBHS MoxeT ObITh Bo3oOHOBIEHO PCTOK Poccru
(teppatopuansHeM opranoM @CTIK Poccun) B ciydasx, npeaycMOTpeHHBIX nyHkToM 38 llopsanka
OpraHHM3alldd M INpOBejieHHsA paboT HO aTTecTaluH OOBEKTOB HHPOpPMATH3ALMH HA COOTBETCTBUE
TpeGOBaHHAM O 3aIUTe HHPOPMAIMH OTPAaHHIEHHOI0 JOCTYIId, HE COCTABILIOLICH IOCy 1apCTBEHHYTO
taitny, yrBepxxaenHoro npukasoM ®CTIK Poccun ot 29 anpens 2021 r. Ne 77. Yapexnenue MOKET
BO306HOBHUTH SKcIuTyatamuio MC co [IHS MONyYEeHHS YBENOMIICHHSA O BO30OHOBJIEHHH JCHCTBLI
aTTecTara COOTBETCTBHI.

7.20. JleiicTBHe aTTecTaTa COOTBETCTBHS MoxeT Obith Tnpekpameno OCTOK Poccun
(TepprTopuansaeM opranom ®CTOK Poccun) B ciIydasx, mpeaycMoTpennbix myHnkToM 40 Ilopsaxa
OpraHH3allid M NpoBefeHHs paboT 1O aTTecTalldH OOBEKTOB HHpOpPMATH3ANHME HA COOTBETCTBHE
Tpe6GoBaHKIM O 3alIHTe HHGOPMAIIH OrPaHHYEHHOTO JOCTYIIA, HE COCTAaBILIIOMIEH rOCyIapCTBEHHY O
TaifHy, yTBepxkaeHHoro npukazom ®CTOK Poccuu ot 29 ampems 2021 r. Ne 77. YupexneHue
npekpamaeT sKcIuryaranuio VIC co AHA TOTydeH:s YBEIOMIIEHUS O TIPEeKpalleHuH JeHCTBHS aTTecTara
COOTBETCTBHS, ECIIH JICHCTBHE aTTecTara COOTBETCTBHA paHee He ObLIO IPHOCTAHOBICHO.

7.21. B cay4ae yTpaThl arrectaTa COOTBETCTBHA YUpekKIeHUE BIIpaBe 0OpaTUTLCS B OpraH IIo
ATTECTAIMM C 3adBIEHMEM O BBljaue ayOnwKaTa arrecrarta cooTBeTcTBua. JlyOimkar arrecrara
COOTBETCTBHS BBHIJAETCS OPraHOM IO aTTecTauy ¢ IoMeTKoH «Jlybnukar, opuruHan arrecrara
COOTBETCTBHS IIPU3HACTCSA HEIEHCTBYIOLIMM.

8. OBECIIEYEHHUE 3AIIUTHI TH®OPMAIIUHU B XOJE SKCIIJIYATAIIMH
ATTECTOBAHHOHU HH®OPMAITMOHHOHM CHCTEMbI

8.1. OGecrnedyenue 3amuThl HHGOPMAIMM B XOIe OSKCILTyaTannm arrecToBaHHod HC
OCYIIECTBIIETCS YUpeKIeHHEM B COOTBETCTBHH C OKCIUIyaTallHOHHOH noxymentanued Ha C3U u
OpraHU3aIMOHHO-PACIIOPAIMTENBHEIMA TOKYMEHTAMH 110 3ammuTe HHQOpMAUUH U B TOM HHCIE
BKJIKOYACT:

— IIaHHPOBAHME W KOHTPOIb MEPONPHUsITHH 10 3amuTe HHGopmanuu B UC;

— MJIAHHPORAHME MEPOIPHUATHI 10 MPOBEACHAIO BHYTPEHHUX MPOBEPOK pexnMa 00paboTKH 1
samuThl I1J1H B YupexaeHuu;

— aHaym3 yrpo3 6esomacHocty HHbopmanun B MC;

— ynpasnenue (anmuancTpuposanue) C3U;

— BBISBJICHUE MHIMACHTOB U PearMpoBaHue Ha HUX;

— yupasnenne konpurypanueii MC u ee C3U;

— uHbopMupoBanue U o0ydenne nepcorana MC;

— KOHTpOJIL 32 0GecreueHHeM YPOBHsI 3aIUINEeHHOCTH HH(opManun, conepxaiieiics B FIC.
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8.2. B xojc IIaHEPOBAHMS MEPOIpPUITHIL 110 3auTe HHpopmarmy B MC ocymecTBiseTes:

— OnpeJeneHHe JIUIl, OTBETCTBEHHEIX 33 IIAHMPOBAHKWE W KOHTPOJb MEPOTIPHATHH [0 3aIIHTE
nHpopmarmu B MIC;

— ompejleNeH e JIA, OTBETCTBEHHBIX 3@ BEIBIEHHE HHIH/ICHTOB X PEaTHPOBAHHE HA HAX,

— paspaboTKa, yTBEpK/IEHHE U AKTyaIH3alis [IJIaHa MEPOTIPHATHH 10 3alUTe HHPOPMALH B
UG,

— oIpejielIeH e TOPsIKa KOHTPOJIS BHIIOIHEHN)S. MEPOIIPHUATHH 1o 3amuTe undopmanuu & VC,
IIPeTyCMOTPEHHBIX YTBEPKIEHHBIM ILITAHOM.

[Inasupopanne MepompusTuii 1o 3ammte HHGopManud B MC W KOHTpONb BBHIIOIHEHHS
MEpOIPHATHI! JJOIDKHEI OCYIIECTBISATECS B COOTBETCTBHHE ¢ ITops/iKoM milaHupOBaHUsS MEPOTIPUATHH IO
samute mHGopMamuun B UC ®I'BOY BO «MI'TY «CTAHKMH» u KOHTpOJsl WX BBIIOIHCHHS,
paspaborarHsM B pamkax BHeapenns C3H HC.

8.3. B xoje mIaHHpOBaHHS MEPOIPUATHH II0 IIPOBEICHHIO BHYTPEHHHX IIPOBEPOK PEXHUMA
obpaboTku 1 3amuTe! [1/{H B VapexneHun oCymeCcTBIACTCS:

— onpeJieieHKe JIUI, OTBETCTBEHHBIX 32 OCYMIECTBIECHHE BHY TPEHHETO KOHTPOJIS COOTBETCTBHSL
o6paborku [T/Ta B ®TEOY BO «MI'TY « CTAHKWH» TpeboBanusM, ycranoBieHHbM DeepaibHbM
zakoHOM Poccuiickoit ®enepanum ot 27.07.2006 Ne 152-®3 «O 1nepCoHANBHBIX JaHHBIX) U IPUHATEIMA
B COOTBETCTBHH C HIM HOPMATHBHBIMU IIPABOBEIMH aKTaMH;

— yTBep:KIeHHE MPABHII OCYIIECTBIEHMS BHY TPEHHEr0 KOHTPOIIA COOTBETCTBHSA 00paboTku I1/[H
TpeGoBanmaM, ycraHoBIeHHbM enepansHbM 3ak0HOM Poccuiickoit @enepanuu ot 27.07.2006 Ne
152-®3 «O mepcoHaNbHBIX JAHHBIX» U IIPUHATHIME B COOTBETCTBHH C HUM HOPMAaTHBHBIMH IIPABOBBIMU
aKTaMHU;

— yTBepKIEHHE Ha ILIaHUPyeMBIH mepuoi (rox) mpukasoMm pexkropa ®I'BOY BO «MITY
«CTAHKVH» maana mpoBesieHHs BHYTPEHHHX [POBepok pexkuMa obpaborku u sammrtel [ITH B
YupexaeHuH.

8.4. B xoze anammsa yrpo3 GezonacHoctd uHpopmauuu B IC ocymmecTBieTCs:

— BBISBIEHHE, AHAIIH3 U ycTpaneHue ysa3eaMoctei MC;

— aHaM3 U3MEHeHHs yrpo3 besomacHocTr HHGopManuu B MC;

— OIIeHKa BO3MOJKHEIX TTOCIIEICTRHII peanm3anun yrpo3 GezonacHocTr HHpopmanuu B VC.

I[lepHOUYHOCTS TPOBENEHHS YKA3aHHBIX MEPOLPHATHA HA IUIAHMPYEMBIA mHepuon (rox)
onpesenseTcs eKer0IHBIM IUTAHOM MEPOTIPHATHI 0 3aIIuTe HH(GOpMayHy.

8.5. B xone ynpasnerus (agmunaucTpupoBanusa) C3U ocymectssieTcs:

— ONpeJeNeHHe NIKIl, OTBETCTBEHHBIX 32 yIpasienue (anMuarcTpuposarue) C3U UC;

— yIpaBleHHEe yYETHBIMH 3amdcsMu momb3opaTenedt MC u noppepxaHue B aKTyalnbHOM
COCTOSHWH TIPaBUII pasrpaHnyenus gocrymna B MIC;

— yIpaBJIeHHE CpejicTBaMu 3armuTE HHopManuu B UC;

— ymnpasliieHre OOHOBICHHSIMH TIPOIPAMMHBEIX H IPOrPaMMHO-ANNAPATHBIX CPEICIB, B TOM
qHCcIIe CpeCTB 3aIuThl HHpopManum, ¢ yaetoM ocobennocTel Qpynkunonuposanus UC;

— nenTpanusosadnoe ynpasnenne C31 UC (npu HeoOX0IHMOCTH);

— MOHHTOPHHI M aHAM3 3aperncTpupoBaHHBIX coObituil B MC, CcBAsaHHBIX ¢ 3alUTOH
uHpopmaimH (ganee — coObITHs 0€30IaCHOCTH);

— obecneuenne ¢ysxuuonuposanns C3U MC B xone ee dKCIUTyaTallWy, BKIOYas BeJCHHE
SKCIUIYaTAllHOHHON TOKYMEHTAMH M OpTraHH3alHOHHO-PACTIOPSIHTENEHEX JOKYMEHTOB 10 3aIUTE
HHPOPMALIHH.

8.6. B Xoie BBHIIBJIEHHSA HHIIMAEHTOB U pearipoOBaHUs Ha HUX OCYIIECTBIIECTCA:

— obHapy’XeHHe i HIeHTH(UKAIUS HHIUACHTOB, B TOM 4HCIIE 0TKa30B B 00CIIyKuBaHHH, COOCB
(mepesarpy3ok) B paboTe TEXHHYECKHX CPEJICTB, IIPOrPAMMHOIO OOECIEYEeHUsI W CPEJCTB 3alUThI
pHGbOPMAIIHH, HAPYIIEHHI IIpaBHI PasTpaHMHYEHHs NOCTYNa, HENpaBOMEPHBIX JelcTBHA mO cOopy
nHGbOPMALIHY, BHEIPEHHH BPEIOHOCHBIX KOMIBIOTEDHBIX HPOrpaMM (BHPYCOB) H HMHBIX COOBITHH,
MPUBOAALINX K BOSHUKHOBEHHIO HHIUIEHTOB,

— cBoeBpeMenHoe HH(MopMupoBaHue Tons3oBaTesiMu MC u agvuuuctparopamu MC mmm,
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OTBETCTBEHHBIX 32 BLIABIICHHE MHIIMJECHTOB M pearipOBaHKUE HA HUX, O BOSHUKHOBEHHWH HHIM/ICHTOB B
HUC;

— aHANMW3 WHOHIEHTOB, B TOM YHCJIE ONMpelelleHHe UCTOYHHMKOB M IIPHYMH BO3HHKHOBCHHSA
HHIHJEHTOB, a TAK)KE OIIEHKA MX IOCIEICTBHH;

— IUIAHMPOBaHHE M TPUHATHE MEp IO YCTPAHEHWIO WHIMAEHTOB, B TOM HHCIE IIO
soccTanopiennio VIC 1 ee cerMeHTOB B Cllydae 0TKasa B 00CIIy KUBAaHHH HIIH TI0CIIE COOEB, yCTPAHEHHUIO
[IOCIE/CTBHI HApYIIGHHS TPABHJ DasTPAHMYEHHS OCTYNa, HENpaBOMEPHEIX NedCTBHE 10 cOopy
HHGbOPMAIIHH, BHEAPEHHS BPEIOHOCHBIX KOMIBIOTEPHBIX HPOrpamMM (BHPYCOB) M HHbBIX COOBITHIH,
TPHBOAAIIAX K BOZHHKHOBEHMIO HHIHICHTOB,;

— IJTAHHPOBAHME ¥ TPHHATHE Mep II0 IPEJOTBPAIIECHHIO [MOBTOPHOTO BO3HHKHOBEHHS
WHITHICHTOB.

8.7. B xope ynpaenenus konpurypamnueii UC u ee C3U ocymecTpisercs:

— OIpefieNieHHE JIMIl, KOTOPBIM pa3pelleHbl AeHCTBHS MO0 BHECEHHWIO M3MCHCHHH B
koupurypanuo YC u ee C3U, uX MOIHOMOYHS,

— onpenenerne komnoHeHToB MC u ee C3H, moniexamux H3MEHEHUIO B paMKaxX YIPaBICHUS
KoHburypanueii (aneHTHGHKANEA OOBEKTOB YIIPaBIeHHs KOHPUTYpalliei): IporpaMMHO-aapaTHEIE,
IPOrpaMMHEIE CPEICTBA, BKIIOUAs CPECTBa 3alUThl MH(OPMAINH, HX HACTPOHKHM H IPOrpaMMHBIH
KOJI, SKCILTyaTallHOHHAasl JIOKyMeHTAl s, HHTephenchl, (Qaliibl 1 WHBIC KOMIIOHEHTBI, MOIJIEXKallHe
H3MEHEHHIO U KOHTPOJIIO;

— ynpasnenue usmenermsma MC u ee C3M: paspaGoTka mapamMeTpoB HAaCTPOHKH,
obecIeunBarOmMux 3al(UuTy WH(OOpPMAIHH, AHATH3 IOTEHIMAIBHOIO BO3JICHCTBHS IUIAHHPYEMBIX
M3MeHeHWH Ha 3amuTy MHGOPMAIHE, CAaHKIMOHHpoBaHHe BHeceHus m3menenuit B UIC u ee C3M,
JIOKYMEHTHpOBaHHE JeiCTRUi 110 BHeceHMIO u3MeHeHuil B VIC i coxpanenue IaHHBIX 00 H3MEHEHHIX
koH(urypapu 1C;

— KOHTPOIIb AeiicTBH 110 BHeceHHIO n3Menenuit B IC u ee C3M.

8.8. B xome uadopmuposanus u o6ydenus nepconana MC ocymectsigercs:

— uadopmuposarme mepconana MC 0 TOSBIEGHMH aKTyalbHBIX YIpo3 0E30IIacHOCTH
HHEGOPMAIKH, O IpaBuiIax besomacHoi sxcnmyatanud UC;

— noBesienye no mepconana MC tpebGoBanmii 1o 3ammute HHOOPMALKH, a4 TAKKE MONOKEHUH
OpraHH3aIHOHHO-PACIOPAINTENBHEIX JOKYMEHTOB TI0 3aIuTe WH(pOPMAIHH C yYETOM BHECCHHBIX B
HHX H3MEHEHHH;

— o0yuenne mepconana MC mpaBmiaam OSKCIUIyaTalMd OTAENBHBIX CPENCTE  3aIHTHL
uHbOpPMaNHH;

— IIpOBeeHHe TIPAKTHYECKHX 3aHSTHH W TPeHHPOBOK ¢ mepconanom VC mo OGI0KHpOBAHHIO
yrpo3 6ezomacuocts HHGOPMAIMH ¥ PEArHPOBAHUIO HA HHIMIEHTEL;

— KOHTpONEL ocBemomieHHocTH mepconanma MC o6 yrposax Ge3omacHOCTH HHDOpPMALIMH H
ypoBHS 3Hanui mepconana UC no BonpocaM obecredeHus 3al|Thl HHQOPMAIHH.

[leproOMYHOCT: HPOBENEHHs YKA3aHHBIX MEPONpPHSTHE Ha IUIAHHUpyeMbli IepHox (rox)
OTIpeZIeNSETCS EXKErOIHbIM [TAHOM MEPOLPHSATHI 110 3aIiTe HH(OPMAIIHH.

8.9. B xozme KOHTpOI 3a obecieuen eM yPOBHS 3aIAIEHHOCTH HH(OpManuy, CofepKameHcs
B UC, ocymecTBisgercs:

— KOHTpONb  (AHANM3)  3AWMIICHHOCTH  MHOOpMAmmm ¢ y4eToM  OCOOeHHOCTEH
¢byuxoruposanus MC;

— aHanu3 # oneHka ¢Qyukiuonuposanus MC u ee C3M, Brimrowas aHamus3 H yCTpaHCHHE
ySI3BEMOCTEH M HHBIX HENOCTaTKOB B (yaknuonnposanuu C3U UC;

— JIOKMCHTHpPOBAaHHE TMPOLEIYP ¥ pPe3ylNbTaTOB KOHTPOJNs 3a OOCCIEYCHHEM YPOBHS
3amuImeHHocTH HHbopManuy, copepxareiics B UC;

— NpUHATHE PEIIEHHs [0 Pe3yNbTaTaM KOHTPOIs 3a obecnedeHHeM YPOBHSA 3allMINCHHOCTH
nHopMarmH, conepxkanieics B IC, 0 Heo6X01uMOCTH J0paboTKH (momeprm3anun) ee C3H.

MeponpHsTHsS 10 KOHTPOIIO 3a OOECIedYeHHEM YPOBHS 3alMINEHHOCTH HMH(OpMAIHH Ha
atTecToBanHoi VIC BKIFOUAOTCS B €3KETOIHEIN ITaH MEPONPHSATHIA IO 3aIuTe HH(OpMAaIuy.
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KonTponpb 3a obecrieyeHHeM ypPOBHS 3AIUINEHHOCTH MH(QOpMAalM¥ Ha aTTCCTOBAHHOM nucC
IIPOBOIHTCS Y UPEKIEHHUEM CAMOCTOSTEFHO FIIH C IPHBIEYEHHEM OPraHH3allHH, IMEIOTIEH JTUIEH3HIO
HA OCYIICCTBICHHE JEATENHHOCTH II0 TEXHHYECKOH 3amuTe KOHQHUICHIHATBHOH uHbOpPMAIIUH,
seigannyr0 @CTOK Poccuu B cooTBeTCTBHHM ¢ IlONOXEHHEM O JHIEH3HPOBAHMH JESTENBHOCTH 110
TexHWYeckoil saumre KoHbHIeHIMansHOH uHGOpMauwm, yTBepxkieHHEM IlocTaHOBICHHEM
IIpasurensctsa Poccuiickoit @eneparu ot 3 desparmt 2012 r. Ne 79.

[lo pesyIsTaTaM KOHTpONs 3a oOecledeHHeM YPOBHS 3aIMIICHHOCTH HHQOpMaNMM Ha
arrectoBanuoil YIC odopmisercs MPOTOKON ¥ BHOCHTCS OTMETKA B TEXHHYECKHH [aclopT Ha HcC.
TIpOTOKOIEI KOHTPOIS 3aIIuTEl HEQOPMAIUIH Ha aTTECTOBAHHOM 00BeKTe HH(pOPMATH3aIUH HE PEXeE
OIIHOTO pasa B IBa roja npejcrasmsorcs YupesxnenueM B OCTOK Pocenn (TeppUTOpHUATEHBIH OpraH
OCT3K Poccun).

HenpescTaBieHie TPOTOKOJNOB KOHTPOISA 3aIIMTHl MH(QOpMAUHH B ®CTIK Poccun
(tepputopransibii opran ®CTOK Poccun) siBiseTcs OCHOBaHHEM IS IIPHOCTAHOBIICHIA NMeHCTBUS
arrecrara coorBercTBus Ha MC.

8.10. B ciyuae passutus (MonmepHuzamuu) MC, B Xone KOTOpOro M3MEHEHA KOH(UTYpaIusl
(mapaMeTpsl HACTPOMKHM) MPOTPAMMHBIX, [POTPAMMHO-TEXHHYECKHX CPEICTB M CPEACTB 3alllHTEL
MHGOPMALMH, HCKIFOYEHB! IPOTPaMMHBIE, TPOrPAMMHO-TEXHHYECKHE CPEICTBA M CPEICTBA 3AlllUTEL
HH(OPMAIHHE, JOTIOIHATENHHO BKIIOYEHB! AHAIOTHYHBIE CPEJICTBA MM 3aMEHEHB! HA aHANOTHYHEIC
cpesicTBa, IIPOBOMIATCS JONONHHTEIBHBIE ATTECTAIMOHHbIC HCIBITAHHS OPraHOM IO aTTeCTalyH B
cooreTcTBHH ¢ IlOpSAKOM OpraHM3aMH H MpOBeACHHA paboT IO aTTecTalui OOBEKTOB
pH(POPMATH3AIMH HA COOTBETCTBHE TPEOOBAHHAM O 3AlIMTe HHOOPMALMH OrPaHHICHHOIO A0CTyIa, He
COCTABIISAIOMIE] TOCYIapCTBEHHYIO TaliHy, yTBepxkaeHHbM npukazoM ®CTIK Poccun ot 29 ampens
2021 r. Ne 77. Ceemenuss 06 wu3MeHeHusx arrectoBaHHOM MC W NpOBENEHHBIX IIPH 3TOM
ATTECTAIIMOHHBIX HCIBITAHWSX BKIIOYAIOTCS YupekJeHHeM B TeXHHYECKMH macmopr. JledcTsHe
aTTECTaTa COOTBETCTBHS HE IIPEKPAINacTCA.

8.11. B ciywae pasBurhs (MopepHm3auuu) MC, mpuBOJMAIIEr0 K MOBBILICHHIO Kiacca
JAIMUINEHHOCTH (YPOBHS 3aIIMIIEHHOCTH, KaTteropu 3HaumMmoctd) WC m (MnH) K H3MEHEHMIO
apxutexTypsl C3U VIC B 9acTH H3MEHEHH BHIOB U THIIOB IPOTPAMMHBIX, IPOTPAMMHO-TEXHHHYCCKIX
CpEJICTB ¥ CPE/ICTR 3allUTEL HHpOopMaIHH, m3MeHerus cTpyKTypsl C3H, cocTaBa i MECT PACIIOTIOKECHHA
o6bexTa HHDOPMALMA M €r0 KOMIIOHEHTOB, IPOBOJMTCS IIOBTOPHAS aTTeCTallds B COOTBCTCTBHH C
TlopsiIkOM OpTaHM3ali¥ ¥ IPOBEIEHHs pPabOT MO arrecTamud 00BEKTOB pHbOpMaTH3alldd Ha
COOTBETCTBHE TPeGOBAHHAM O 3aIMTE MH(OPMAIMH OTPAHMYEHHOTO JOCTyId, HE COCTABILIIOMICH
rocyIapcTBEHHYIO TaifHy, yTBepxaeHHsM Ipukazom @CTIK Poccun ot 29 ampemst 2021 r. Ne 77.

9. OBECIIEYEHME 3AIIMUTBI HUH®OPMAITAH ITPU BHIBOJIE 3
SKCILIYATAIIMN ATTECTOBAHHOU HH®OPMAIIMOHHON CUCTEMBI N
IOCJIE IIPHHATHS PEINEHNAS Ob OKOHYAHUA OBPABOTKHA HHO®OPMAIIHH

9.1. Obecmeuenne 3auAThl HHGOPMAIWE IIPH BHIBOJC U3 IKCILTyaTally aTTeCTOBAHHOH uc
WIH TocHe NPUHATHS pelredds 00 OKOHYAaHWM 00paboTKu HHGMOPMALMH  OCYIIECTBILICTCS
VupekeHHeM B COOTBETCTBHH C OKCILTyaTaUMOHHOH JoxymeHrauueid Ha C3U u opraHusalHOHHO-
PACTIOpSTATENBHBIME TOKYMEHTAMH I10 3aMuTe HHYOPMAIIHH H B TOM YHCIIE BKIFOHACT:

— apxuBHpoBaHue HHpOpMaLHH, cofepxameiics B UC;

— yHHYTOXeHHe (CTHpaHWe) JAHHBIX M OCTATOYHOH MH(OpPMAluH € MAlMHHBIX HOCHTENEH
wHbopManud 1 (WIM) YHHITOKEHHE MAIIMHHBIX HOCHTCIICH HH(pOpMALHH.

9.2. Apxusuposanue uHbopmaiuu, conepxameiics B MC, NOMKHO OCYINECTBILATECA IPH
HeoOGXOIHMOCTH NaTbHEMINEr0 HCIOIb30BaHus] HHGOPMAIHH B IEITENLHOCTA Y UPEIKICHHS.

9.3. VuuuTO)XeHHE (CTHpPAHHME) JAHHBIX H OCTATOYHOH HH(POPMAIHY ¢ MAIIMHHBIX HOCHTENEH
MHGOPMALMHA TIPOU3BOAUTCA IPH HEOOXOMMMOCTH INepe/add MAallHHHOTO HOCHTEIA HH(pOpMALHH
npyroMy momb3oparemo MC i B CTOPOHHHES OpTaHM3aUdd Uil PEMOHTA, TEXHMHECKOTO
0OCIy)XMBAHMS WM [albHEHIIero yHHYTOXeHWs. lIpH BEIBOJE U3 BKCIUIyaTalMM MAIAHHEIX
HocuTenell wmH(OpPMANWH, HA KOTOPBIX OCYIIECTBISUIMCh XPAHCHHE H 00paboTka HHOOPMAIHH,
ocyIIecTRIIseTCs (BH3MUECKOe YHHUTOKEHHE STHX MAIIHHHBIX HOCHTENeH HHQOPMAaLKH.



